
OCTOBER 11, 2018

October is Cybersecurity 
Awareness Month
GM Site Entry : Just “Do” It

¶¶ Swipe your GM ID badge every time, do not allow 		
	 tailgating

¶¶ Ensure your GM ID badge is visible at all times
¶¶ Direct anyone without an access pass to the visitor 		

	 lobby for proper processing
¶¶ Visitors must have GM escort

GM has 200 million(!) square feet of 
manufacturing space: Do your part to keep all of 
it safe

¶¶ Don’t connect non-GM devices to the GM network; 		
	 malware or viruses can disrupt production 

¶¶ Don’t use personal Wi-Fi hotspots, unless approved 		
	 by site IT manager

¶¶ Swipe your GM ID badge every time, do not allow 		
	 tailgating

¶¶ Ensure your GM ID badge is visible at all times
¶¶ Report any suspicious devices or activities
¶¶ Contact your local ME or plant IT personnel with 		

	 any concerns

Billy clicked on a link to win a prize
He won an empty bank account instead

Don’t be like Billy. 
Never click on links or open attachments

 in unsolicited email

TREAT YOUR PASSWORD LIKE YOUR TOOTHBRUSH
Choose a good one. Never share it with anyone.

PROTECT.GM.COM

Hey, do I know you?
¶¶ Watch out for strangers: Ensure 	

	 all persons in your work area are 	
	 authorized to be there. 

•	Ask to see their GM badge or 	
	 visitor pass. 
•	Ask them the name of their host. 
¶¶ Call Security if you believe they 	

	 are not authorized or if the 		
	 situation is suspicious.

¶¶ See Something, Hear Something – Say Something.  		
	 Contact Security.

PESA: Just “Do” It
¶¶ Plant Entry Security 			

	 Assessment (PESA) validates 		
	 the security status of your 		
	 PC

¶¶ All non-GM laptops 			 
	 connecting to the GM 		
	 network must pass the PESA 	
	 scan

¶¶ Failure to pass the scan 		
	 will prevent the laptop from 		
	 connecting to the network 
Questions? Contact Local ME or Plant IT personnel



How to contact us...
Plant Communications Manager - Kevin Nadrowski
Communications Coordinator - UAW: Daniel Macut  
Contact: daniel.macut@gm.com or 419.450.0947

Email submissions to daniel.macut@gm.com
Member UAW - LUCA Local Union Communication Association

Deadline for POWERLine is 3:00 p.m. Tuesday.
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